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QSG180: Zigbee EmberZNet Quick-Start
Guide for SDK v7.0 and Higher

This quick-start guide provides basic information on configuring,

building, and installing applications for the EFR32MG family of KEY FEATURES
SoCs using the Zigbee EmberZNet Software Development Kit « Product overview
(SDK) v7.0 and higher with Simplicity Studio 5.3 and higher. « Setting up the development environment

o Installing software

For similar information regarding earlier SDK versions, see QSG106: Zighee Em- . o
berZNet Quick-Start Guide for SDK v6.10 and Earlier. e Creating an example application network
e Using the Network Analyzer

This guide is designed for developers who are new to Zigbee EmberZNet and the Sili-
con Labs development hardware. It provides instructions to get started using the exam-

ple applications provided with the Zigbee EmberZNet SDK.
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1 Product Overview

Before following the procedures in this guide you must have
e Purchased your EFR32MG Mesh Networking Kit (see https://www.silabs.com/wireless/zigbee ).

e Downloaded the required software components, as described below. A card included in your development hardware kit contains a
link to a Getting Started page, which will direct you to links for the Silicon Labs software products.

11 Note on Product History

Zigbee EmberZNet SDK v7 contains a number of changes compared to SDK v6.x. Many of these changes are due to an underlying
framework redesign that results in an improved developer experience within Simplicity Studio 5 (SSv5). Projects are now built on a
component architecture instead of AppBuilder. Simplicity Studio 5 includes project configuration tools that provide an enhanced level of
software component discoverability, configurability, and dependency management. These include a Project Configurator, a Component
Editor, and a Zigbee Cluster Configurator. See AN1301: Transitioning from Zigbee EmberZNet SDK 6.x to SDK 7.x for more information
about the differences between SDK 6.x and SDK 7.x.

SDKSs beginning with version 6.8 are only compatible with Simplicity Studio 5 (SSv5). Among many other improvements, SSv5 introduced
the Simplicity Studio 5 User’s Guide, available online at https://docs.silabs.com/ and through SSv5’s help menu. Standard information,
such as how to download SSv5 and the Zigbee EmberZNet SDK, and descriptions of SSv5 features and functions, are provided in that
guide, and are not repeated here.

1.2 Software

See the stack release notes for version restrictions and compatibility constraints for the stack and other software. To develop Zigbee
EmberZNet applications, you will need the following.

e Simplicity Studio 5 (SSv5): Simplicity Studio is the core development environment designed to support the Silicon Labs loT portfolio
of system-on-chips (SoCs) and modules. It provides access to target device-specific web and SDK resources; software and hardware
configuration tools; an integrated development environment (IDE); and advanced, value-add tools for network analysis and code-
correlated energy profiling. When you install Simplicity Studio it will walk you through installing Gecko SDK, the suite of Silicon Labs
SDKs, including the Zigbee EmberZNet SDK. Alternatively, Gecko SDK, including Zigbee EmberZNet, may be installed manually by
downloading or cloning the latest from GitHub. See https://github.com/SiliconLabs/gecko sdk for more information.

e The Zigbee EmberZNet stack, an advanced implementation of a Zigbee stack, installed as part of the Gecko SDK. The stack APl is
documented in an online API reference at https:/docs.silabs.com/. The stack is delivered as a collection of libraries that you can link
to your applications. A description of each library is provided in the development environment. The release notes contain details on
the folders installed along with their contents.

¢ Simplicity Commander, installed along with Simplicity Studio. A GUI with limited functionality can be accessed through Simplicity
Studio’s Tools menu. Most functions are accessible through a CLI invoked by opening a command prompt in the Simplicity Com-
mander directory (\SiliconLabs\SimplicityStudio\developer\adapter_packs\commander). See UG162: Simplicity Commander Refer-
ence Guide for more information.

e Compiler toolchain (see the SDK release notes for compatible versions):

e GCC (The GNU Compiler Collection) is provided with Simplicity Studio. GCC is used in this document. However, you must use
IAR to compile projects for a part with less than 512 kB, such as the EFR32xG1

Note: Application images created with GCC are larger than those created with IAR. If you use GCC to compile the example
applications in this SDK, you must use a part with at least 512 kB of flash.

¢ |AR Embedded Workbench for ARM (IAR-EWARM).

Note: Download the compatible version from the Silicon Labs Support Portal, as described in section 1.6 Using IAR as a Compiler.
Refer to the “QuickStart Installation Information” section of the IAR installer for additional information about the installation process
and how to configure your license. Once IAR-EWARM is installed, the next time Simplicity Studio starts it will automatically detect
and configure the IDE to use IAR-EWARM.

While Simplicity Studio and Simplicity Commander can be run on a Mac OS or Linux machine, these instructions assume you are working
with a Microsoft Windows-based PC. If you are using a non-Windows system, IAR-EWARM must be run via WINE or some other form of
emulator or virtual machine.
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1.3  Support

You can access the Silicon Labs support portal at https://www.silabs.com/support through Simplicity Studio. Use the support portal to
contact Customer Support for any questions you might have during the development process. Access is through the Welcome view under
Learn and Support. Note that you can return to the Welcome view at any time through the Welcome button on the toolbar.
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1.4 Documentation

Documentation is accessed through Simplicity Studio. Simplicity Studio filters documentation based on the connected or selected part.
Hardware-specific documentation can be accessed through links on the part OVERVIEW tab.
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SDK documentation and other references are available through the DOCUMENTATION tab. Filter with the Zigbee Technology Type
checkbox to see documentation most closely related to the Zigbee EmberZNet SDK.
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1.5 Gecko Platform

The Gecko Platform is a set of drivers and other lower-layer features that interact directly with Silicon Labs chips and modules. Gecko
Platform components include EMLIB, EMDRV, RAIL Library, NVM3, and mbed TLS. Application developers using Zigbhee EmberZNet
components, the PIN tool, or APIs may not need to interact directly with the Gecko Platform, as the code does that for you. For more
information about Gecko Platform, see the Gecko Platform release notes (on the DOCUMENTATION tab, filter by Resource Type: Re-
lease Notes).

1.6  Using IAR as a Compiler

If you plan to use IAR as your compiler (required for dynamic multiprotocol and Micrium OS examples), check the compatible IAR version
in the SDK release notes. To install IAR-EWARM:

1. Go to the Customer Support portal as described in section 1.3 Support.

2. If you are not already signed in, sign in.

3. Click the Software Releases tab. In the View list select Latest EmberZNet Software. Click Go. In the results is a link to the appro-
priate IAR-EWARM version.

Download the IAR package. This is a large package - download time depends on connection speed but can take 1 hour or more.
Install IAR.
In the IAR License Wizard, click Register with IAR Systems to get an evaluation license.

N o o s

Complete the registration and IAR will provide an evaluation license.
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2 Set Up Your Development Environment

21 Create a Support Account

Before you install Simplicity Studio, you need to create an account on the support portal. Be sure to record your account username and
password as you will use it to log in to Simplicity Studio.

Properties in your Salesforce account determine what update notifications you will receive. To review or change your subscriptions, log
in to the portal, click HOME to go to the portal home page and then click the Manage Notifications tile. Make sure that Software/Security
Advisory Notices & Product Change Notices (PCNs) is checked, and that you are subscribed at minimum for your platform and protocol.
Click Save to save any changes.

2.2 Connect the Mainboard
Connect your mainboard, with radio board mounted, to your PC using a USB cable.

Note: For best performance in Simplicity Studio, be sure that the power switch is in the Advanced Energy Monitoring or “AEM” position
as shown in the following figure.

Mlghty Gecko

2.4 GHz

LEDYLEDO

FI]PIEP’I?P‘;?PZIW]E’IJ'IW
DO0OCO00000
O 00000000
Fﬂp‘l?F‘HPIEPWPNP??Eﬂﬁ g nl

Figure 1. EFR32MG12 on a WSTK Mainboard

2.3 Install Simplicity Studio 5 (SSv5) and the Gecko SDK

General information on using SSv5 and the Gecko SDK installation can be found in the online Simplicity Studio 5 User’s Guide.
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3 About Demos and Examples

Because starting application development from scratch is difficult, the Zigbee EmberZNet SDK comes with a number of built-in demos
and software examples covering the most frequent use cases.

Demos are pre-built application images that you can run immediately. Software examples can be modified before building the application
image. The software examples with the same names as the demos provide the demo functionality.

Note: The demos and examples you see are determined by the part selected. If you are using a custom solution with more than one
part, be sure to click on the part you are working with to see only those items applicable to that part.

Silicon Labs recommends that you start your own development with a use case-based example and modify it according to your needs. If
none of the use case-based examples meet your needs, you can start with the Zigbee — SoC ZigbeeMinimal example. The examples
provide default configurations needed by the stack and a basic application structure that you can build upon.

3.1 Demos

Demos are prebuilt application examples that can be directly downloaded to your device. These demos are compatible with selected
devices, as noted in the demo description. You will not see the demos in Simplicity Studio unless you have one of these devices selected.
If you have more than one device connected, make sure that one of these devices is selected in the Debug Adapters view. To download
and run a demo on your device, select your device and click the Example Projects & Demos tab in the Launcher perspective. Turn off the
Example Projects switch to see only demos, and then click RUN next to the demo to load. The solution examples switch is provided for
future use.
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The Zigbee EmberZNet SDK demos are:
Simple Zigbee 3.0 Network

Zigbee SoC SwitchWithVoice: A Zigbee 3.0 Switch application with extended voice recognition functionality.
Compatible parts: brd2601a

Zigbee — SoC Light: Zigbee 3.0 Light application.
Zigbee — SoC Switch: Zigbee 3.0 Switch application.

Compatible parts, brd4161a, brd4162a, brd4180a

For the Light and Switch demos, press Button0O on the Switch device to initiate the network. The light device should bind to the network
automatically. Once the switch has finished finding and binding, you can use Button0 as an On/Off toggle.

This may not be successful, because some timeouts are included in the button functionality. If so, use the Command Line Interface to set
up the demo network. The CLI commands can be entered in the Serial Console, as described in the final step of the section 4.3 Config-
uration and Generation.

Once the Z3Light app starts running, it makes many attempts to join a network, at the end of which it sets up its own distributed network.
Once the Info command indicates that it is in a network (that is, has a PAN ID and Node ID), use the CLI command:

plugin network-creator-security open-network
You should get the response:

NWK Creator Security: Open network: 0x00
pJdoin for 254 sec: 0x00
NWK Creator Security: Open network: 0x00

Now the device is ready for joining. In the Z3Switch App, instead of using the button, first make sure it has not joined any networks by
issuing:

network leave

Then you can enter the command:
plugin network-steering start 0
This will kick off the joining process.

Dynamic Multiprotocol

Zigbee — SoC DynamicMultiprotocolLight and Zigbee — SoC DynamicMultiprotocolLightSed: Companion applications demonstrat-
ing Zigbee/Bluetooth LE dynamic multiprotocol functionality.

Compatible parts: brd4161a, brd4162a

Multiprotocol Radio Co-Processor

Multiprotocol (OpenThread+Zigbee) - RCP (SPI) and Multiprotocol (OpenThread+Zigbee) - RCP (UART): These applications sup-
port running OpenThread and Zigbee stacks simultaneously on a host processor. The host applications connect to the CPC daemon,
which in turn connects to the EFR via a SPI or UART link, respectively.

Compatible parts: brd4151a, brd4161a, brd4166a, brd4168a, brd4180a, brd4304a

Multiprotocol (OpenThread+Zigbee+BLE) - RCP (SPI) and Multiprotocol (OpenThread+Zigbee+BLE) - RCP (UART): These appli-
cations support running OpenThread, Zigbee, and Bluetooth stacks simultaneously on a host processor. The host applications connect
to the CPC daemon, which in turn connects to the EFR via a SPI or UART link, respectively.

Compatible parts: brd4161a, brd4166a, brd4168a, brd4180a, brd4304a

NCP Applications

Zigbee - NCP ncp-uart-hw: Network coprocessor (NCP) application that supports communication with a host application over a UART
interface with hardware flow control.

Compatible parts: brd4158a, brd4161a, brd4162a, brd4163a, brd4164a, brd4169b, brd4170a, brd4180a
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Zigbee - NCP ncp-spi: Network coprocessor (NCP) application that supports communication with a host application over an SPI interface.

Compatible parts: brd4158a, brd4161a, brd4162a, brd4163a, brd4164a, brd4169b, brd4170a, brd4180a

3.2  Software Examples

Note: Examples provided for the EFR32xG12 and newer parts include Silicon Labs Gecko Bootloader examples. Examples are pro-
vided for all compatible Simplicity Studio SDKs. When configuring security for a Gecko Bootloader example, you must use
Simplicity Commander, not the Simplicity Studio IDE interface. For more information on using the Gecko Bootloader see UG489:
Silicon Labs Gecko Bootloader User’s Guide for GSDK 4.0 and Higher.

Some Zigbee EmberZNet software examples are specifically for SoC applications. If you are not familiar with the differences between
System-on-Chip (SoC) and Network Coprocessor (NCP)/Radio Coprocessor (RCP) application models, see UG 103.03: Application De-
velopment Fundamentals: Design Choices. For more information on Green Power Devices see UG392: Using Silicon Labs Green Power
with Zigbee EmberZNet.

In the Debug Adapters view, select the device. The examples list is filtered by the selected device.

Click the EXAMPLE PROJECTS & DEMOS tab in the Launcher perspective. Under Technology Type, select Zigbee to see only Zigbee
examples.
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3.21 Zigbee 3.0 Network

The Z3Light and Z3Switch applications were developed for specific development kit hardware. Use on other devices may require some
GPIO remapping using the PIN tool. See the online Simplicity Studio v5 User’s Guide for more information about using the PIN tool.

Zigbee — SoC Light: Zigbee light application. Acting as a router it can form a distributed network. Acting as a touchlink target it can
touchlink with the Zigbee — SoC Switch, which is acting as a touchlink initiator.
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Zigbee — SoC Switch: Zigbee switch application, acting as an end device, can join the network.

Press Button0 on the Switch device to initiate the network. The light device should bind to the network automatically. Once the switch has
finished finding and binding, you can use Button0 as an On/Off toggle.

This may not be successful, because some timeouts are included in the button functionality. If so, use the Command Line Interface to set
up the demo network. The CLI commands can be entered in the Serial Console, as described in section 4 Starting an Example Application.

Once the Z3Light app starts running, it makes many attempts to join a network, at the end of which it sets up its own distributed network.
Once the Info command indicates that it is in a network (that is, has a PAN ID and Node ID), use the CLI command:

plugin network-creator-security open-network
You should get the response:

NWK Creator Security: Open network: 0x00
pJdoin for 254 sec: 0x00
NWK Creator Security: Open network: 0x00

Now the device is ready for joining. In the Z3Switch App, instead of using the button, first make sure it has not joined any networks by
issuing:

network leave

Then you can enter the command:

plug network-steering start 0O

This will kick off the joining process.

3.2.2 Dynamic Multiprotocol

Zigbee - SoC DynamicMultiprotocolLight and Zigbee - SoC DynamicMultiprotocolLightMinimal: Sample application with Zigbee
3.0 (Coordinator/Router) + Bluetooth LE. The Minimal application does not use buttons, LEDs, or the LCD.

Zigbee - SoC DynamicMultiprotocolLightSed and Zigbee - SoC DynamicMultiprotocolLightSedMinimal: Sample application with
Zigbee 3.0 (Sleepy End Device) + Bluetooth LE. The Minimal application does not use buttons, LEDs, or the LCD.

See AN1322: Dynamic Multiprotocol Development with Bluetooth and Zigbee in SDK 7.0 and Higher for more information on using these
examples.

3.2.3 Green Power

Zigbee - SoC GPD Sensor: Demonstrates a Green Power occupancy sensor device with attributes pre-configured in the component
Green Power Device Application Support.

Zigbee - SoC GPD Switch: Demonstrates a Green Power switch device with attributes pre-configured in the component Green Power
Device Application Support.

Zigbee - SoC LightGPCombo: Z3 Light GP Combo application demonstrates functionality of a Green Power combo device with proxy
and sink instances.

3.24 NCP

Zigbee - NCP mp-ncp-spi: The Multi-Pan NCP SPI application supports forming two personal area networks on same channel on single
radio.

Zigbee - NCP mp-ncp-uart-hw: The Multi-PAN NCP UART application supports forming two personal area networks on same channel
on single radio.

Zigbee - NCP ncp-uart-hw: Network coprocessor application that communicates with a host application over a UART interface with
hardware flow control.

Zigbee - NCP ncp-spi: Network coprocessor application that communicates with a host application over a SPI interface.
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Zigbee - NCP ncp-uart-hw-gp-multi-rail: Network coprocessor application extends the ncp-uart-hw application with a multi-RAIL library,
and a multi-RAIL demo component enabled.

Zigbee - NCP xncp-led-ncp: Network processor application that communicates with a UNIX HOST using custom EZSP commands.

3.2.5 RCP

For more information about these examples, see AN7333: Running Zigbee, OpenThread, and Bluetooth Concurrently on a Linux Host with
a Multiprotocol Co-processor

Multiprotocol (OpenThread+Zigbee) - RCP (SPI) and Multiprotocol (OpenThread+Zigbee) - RCP (UART): These applications sup-
port running OpenThread and Zigbee stacks simultaneously on a host processor. The host applications connect to the CPC daemon,
which in turn connects to the EFR via a SPI or UART link, respectively.

Multiprotocol (OpenThread+Zigbee+BLE) - RCP (SPI) and Multiprotocol (OpenThread+Zigbee+BLE) - RCP (UART): These appli-
cations support running OpenThread, Zigbee, and Bluetooth stacks simultaneously on a host processor. The host applications connect
to the CPC daemon, which in turn connects to the EFR via a SPI or UART link, respectively.

Zigbee - NCP + OpenThread - RCP zigbee_ncp-ot_rcp-spi and Zigbee — NCP + OpenThread — RCP zigbee_ncp-ot_rcp-uart: These
concurrent multiprotocol (CMP) application run the Zigbee NCP simultaneously with the OpenThread RCP. The host applications connect
to the CPC daemon, which in turn connects to the EFR via a SPI or UART link, respectively.

3.2.6 Minimal Configuration

Zigbee - SoC ZigbeeMinimal: This is a Zigbee minimal network-layer application suitable as a starting point for new application devel-
opment.

3.2.7 Testing

Zigbee - SoC StandardizedRfTesting: This is a pre-standardization implementation of Zigbee's RF testing standard. It utilizes the TIS
(Total Isotropic Sensitivity)/ TRP (Total Radiated Power) testing interfaces and is optional for Zigbee certifications.
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4 Working with Examples

In these instructions you will work with two example applications, Zigbee — SoC Light Application and Zigbee — SoC Switch Application.
These steps illustrate both how to compile and load example applications and use the Simplicity Studio console interface to work with
them, but also how to configure them using three configuration tools:

e Simplicity Studio’s Project Configurator allows you to add and remove functions from the applications in the form of components
e The Component Editor allows you to change the parameters of components installed in the application
e The Zigbee Cluster Configurator allows you to modify Zigbee clusters, attributes, and commands.

The following example procedures are provided. Each procedure builds on the next, so it is recommended to work through them in order.
e Create and Load a Zigbee — SoC Light Application: Provides a detailed walk-through of project creation.
e Create and Load a Zigbee — SoC Switch Application: Provides some shortcuts to project creation.

e Create a Distributed Network and Issue Commands: Shows how to use the Console interface, create a network, and turn a light on
and off.

e Change to a Centralized Network: Describes how to use the Project Configurator and Component Editor to change an application.
e About the Zigbee Cluster Configurator: Introduces additional configuration options provided through the Zigbee Cluster Configurator.
e About Bootloaders provides instructions on uploading a bootloader image. This should not be necessary unless you erase the device.

Section 5 Using the Network Analyzer describes how to use Network Analyzer to observe traffic across the network.

These procedures are illustrated for a WSTK with an EFR32MG. Note: Your SDK version may be later than the version shown in the
procedure illustrations.
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41 Create and Load a Zigbee — SoC Light Application

SSv5 offers a variety of ways to begin a project using an example application. The online Simplicity Studio 5 User’s Guide, available both
through https://docs.silabs.com/ and the SSv5 help menu, describes them all. This procedure uses the File > New > Silicon Labs Project
Wizard method, because it takes you through all three of the Project Creation Dialogs.

1. Open SSv5'’s File menu and select New > Silicon Labs Project Wizard. The Target, SDK, and Toolchain Selection dialog opens. If
you want to change the toolchain from the default GCC to IAR, do so here. Click NEXT.

Note: If you have both IAR and GCC installed, GCC is the default.

«= New Project Wizard a x

Target, SDK, and Toolchain Selection
Select the target board, device, SDK, and IDE/tooclchain to use for the project.

°Target,SD|< ° Examples ° Configuration

Target Boards:

Search or Select
EFR32MG12 2400/915 MHz 19 dBm Dual Band Radio Board (BRD4164A Rev A02) 0
Wireless Starter Kit Mainboard (BRD4001A Rev A01) €3
Target Device:
Search or Select

EFR32MG12P433F1024GL125

SDK:
Select SDK

Gecko SDK Suite: Flex 3.0.0.0, Micrium OS Kernel, Platform 3.0.0.0 -

¢ Manage SDKs
IDE / Toolchain:

Select IDE / Toolchain

implicity IDE / GNU ARM v7.2.1 -

Simplicity IDE / GNU ARM v7.2.1

Simplicity IDE / IAR ARM v8.30.1.114

IAR Embedded Workbench

Makefile IDE

CANCEL | BACK | m ‘ FINISH |
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2. The Example Project Selection dialog opens. Use the Technology Type and Keyword filters to search for a specific example, in this
case Zigbee — SoC Light. Select it and click NEXT.

BB New Project Wizard O X

Example Project Selection
Select the project template to open in Simplicity IDE.

° Target, SDK ° Examples ° onfiguration

25 resources found
Filter on keywords
Zigbee - SoC ZigbeeMinimal
This is a Zigbee minimal SoC network-layer application suitable as a

Example Projects . starting point for new application development

Solution Examples 9

Wireless o Zigbee - SoC Switch

Technology Clear Filter This is a Zigbee 3.0 switch application using NVM3 as the persistent

storage.
[J sluetooth (29)
[] connect(13)
Zigbee - SoC StandardizedRfTesting
O rar®) This is a pre-standardization implementation of Zigbee's RF testing
|:| Thread (10) standard. It utilizes the TIS (Total Isotropic Sensitivity)/ TRP (Total

Zighee (25)

Device Type  Clear Filter Zigbee - SoC LightGPCombo
This is a Zigbee 3.0 light application with Green Power endpoint, Green
[ Host (o) Power Proxy and Sink functionality.
[ nee(10)
O rer@ Zigbee - SoC Light
D soC (11) This is a Zigbee 3.0 light application using N¥M3 as the persistent
storage.
Ecosystem @ Clear Filter

[[] Homekit (0)
Zigbee - SoC GPD Switch
MCU © Clear Filter This is a Green Power On/Off Switch Device that pairs with a GP Combo or

O s2-bitMcu (0) sink Light and controls its operation.

CANCEL BACK m | FINISH

3. The Project Configuration dialog opens. Here you can rename your project, change the default project file location, and determine if
you will link to or copy project files. Note that if you change any linked resource, it is changed for any other project that references it.
Click FINISH.

MNew Project Wizard O x

Project Configuration
Select the project name and location.

° Target, SDK ° Examples ° Configuration

Project name: | Z3Light

Use default location

Location: | C:\Users\CAOWENS\SimplicityStudio\v5.master.Staging_1659\Z3Light ‘ BROWSE |

With project files:
(O Linkto sources

@ Link sdk and copy project sources

O Copy contents

CANCEL I BACK ] m ‘ FINISH ‘
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The Simplicity IDE perspective opens with the new project in Project Configurator view (abbreviated name Z3Light). The readme tab

contains information about the project. See the online Simplicity Studio 5 User’s Guide for details about the functionality available through
the Simplicity IDE perspective and Project Configurator.

Note: You now have a Simplicity IDE button next to the Launcher button in the upper right.

BB v5.master.Staging_2269 - Z3Light/Z3Light slcp - Simplicity Studio™ - O x
File Edit Nevigste Search Project Run Window Help

F-0-~ic- | & ~| & il - Bl vt 0w o v | £ fy Welcome £D Recent §5§ Tools %, Install %8 Preferences | |{} simplicity IDE | & Launcher
¢ Project Explorer X | % W = O[@ readmehtml |k Zalightslcp X | =0
v 5 Z3Light [GNU ARM v10.3.1 - Default] [EFR32MG12P432F1024C .
5 ) el Z3Light OVERVIEW
5 (= autogen —
s = config
5 & gecke_sdk 410 . . .
s @ appc | Target and Tool Settings Project Details
> g mainc
@ resdmehtml
il Z3Light pintool
% Zalightslcp .
2 Z3Lightslps Mighty Gecko

I Quick Links

Z3Light »

This is a Zigbee 3.0 light application using NVM3 as the app.c
persistent storage

Category .
Zigbee Application main.c
< >
Preferred SDK
R Gecko SDK Suite: Amazon, Bluetooth 3.4.0, Bluetooth rEadme_hlml
S —— - Mesh 3.0.0, EmberZNet 7.1.0.0, Flex 3.4.0.0, Homekit
< > = 1.2.0.0, MCU 6.3.0.0, Micrium OS Kernel, OpenTnread
B Debug Adspters ¢ | 5 Outine | =0 I “” ||| a’jSm(:ﬁgriuugr;a»zvnﬂaa;;i:\:rgvgm,uu. USB 1000,
— — - .3.0.0, Z-Wave .18.0.1
SHECAXRRQI-OBEE Pin Tool
» " EFR32MGI2 24 Gz 19 dBm RB (ID:440050128)
Import Mode
EFR32MG12P432F1024GL125
Wireless Starter Kit Mainboard (BRD4001A Rev ADT) Link sdk and copy project sources -

EFR32MG12 2.4 GHz 19 dBm Radio Board (BRO41614 Rev ADZ) Memory Editor

Selected SDK

Gecko SDK Suite: Amazon, Bluetooth 3.4.0, Blugtooth Mesh
3.0.0, EmberZNet 7.1.0.0, Flex 3.4.0.0, Homekit 1.2.0.0, MCU
6.3.0.0, Micrium OS Kernel, OpenThread 2.1.0.0 (GitHub-
982d84a40), Platform 4.1.0.0, USE 1.0.0.0, Wi-SUN 1.3.0.0,Z-

Zigbee Cluster Configurator

[ Problems x]q‘ Search | 3 Call Hierarchy \EConso\e T § O
0 items.

Description Resource Path Location Trpe
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Simplicity Studio automatically generates the project files needed to build the application image. If you are accustomed to using Simplicity
Studio 6.x, note that this means there is no Generate button on the Project Configurator interface. The Force Generation button on the

Project Details card is not a replacement, but rather to be used under conditions in which auto-generation fails to work.

Files are created in the autogen folder, and are automatically updated when you make changes to the project configuration.

File Edit Nevigate Segrch Project Run Window Help

BB v5.master.Staging_2269 - Z3Light/Z3Light.slcp - Simplicity Studio™

- [m} x

> & Wamings (1 item)

g - B v v v vt Goov chov | P4 fy Welcome €D Recent 5 Tools #, Install % Preferences [ | | {} Simplicity IDE 7 Launcher
# Project Explorer X BS Y g = B || readmehtml [.u. Z3lightslcp x] =g
v (= autogen .
> [R mbedtls_config_sutogen.h Z3Light OVERVIEW
> [h] psa_crypto_config_sutogen.h -
> [A RTE_Compenents.h
> [n sl_application_type.h . . . . .
I8 +Lbosrd_defeultinitc Target and Tool Settings Project Details Quick Links
> [8 sl_cli_command_table.c
> [8 sl_cli_handles.h
> g sl_cli_instances.c .
5 [A sl_cli_instances.h Z3Light »
> [€) sl_cluster_service_gen.c Mighty Gecko This is a Zigbee 3.0 light application using NVM3 as the app.c
> [8 sl_cluster_service_gen.h persistent storage
> [B] sl_component_catalog.h
> [8 sl_device_init_clocks.c
5> [§ sl_event_handler.c Category
> [H sl_event_handlerh Zighee Application main.c
> [8 sl_iostream_handles.c ¢ N
> [8 sl_iostream_handles.h
5 [H sliostream_init_instances.h Preferred SDK
> sl_iostream_init_usart_instances.c
> [R sljostream,_init_usart_instances.h ] Gecko SDK Suite: Amazon, Bluetooth 3.4.0, Bluetooth readme.html
\ = ) o cmE-——-—- Mesh 3.0.0, EmberZNet 7.1.0.0, Flex 3.4.0.0, Homekit
i 1.2.0.0, MCU 6.3.0.0, Micrium 0S Kernel, GpenThread
[#H Debug Adapters X ‘g; Outline | =1 i “”"” "I ||| 2.1.0.0 (GitHub-93284a4b), Platform 4.1.0.0, USB 1.0.0.0,
- " n ]
- - Wi-SUN 1.3.0.0, Z-Wave SDK 7.18.0.0
kR ASIER N 8- Rd=0-N=]] PinTool
> EFR32MG12 2.4 GHz 19 dBm RB (ID:440050128)
Import Mode
EFR32MG12P432F1024GL125
Wireless Starter Kit Mainboard (BRD4D01A Rev ADT) Link sdk and copy project sources v
EFR32MG12 2.4 GHz 19 dBm Radio Board (BRDA161A Rev ADZ) Memory Editor
Selected SDK
Gecko SDK Suite: Amazon, Bluetooth 3.4.0, Blugtooth Mesh i
3.0.0, EmberZNet 7.1.0.0, Flex 3.4.0.0, HomeKit 1.2.0.0, MCU Zigbee Cluster Configurator
6.3.0.0, Micrium OS Kernel, OpenThread 2.1.0.0 (GitHub-
922d84a40), Platform 4.1.0.0, USB 1.0.0.0, Wi-SUN 1.3.0.0, Z- >
82 Problems 3 | 47 Search | 3 CallHierarchy | ) Console Y 8 = 0
0 errors, 1 warning, 0 others
Description Resource Path Location Type

£ Z3Light/Z3Light.slcp
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4. Example applications are pre-configured to support the example functionality. To see the configuration, click the SOFTWARE
COMPONENTS tab and search for the component of interest, for example ‘device configuration’. Installed components are indicated
by a check on the left. Configurable components are indicated by a gear icon on the right. Select the component to see more
information about it.

Note: All EFR32 parts have a unique RSSI offset. In addition, board, antenna and enclosure design can also impact RSSI. When
creating a new project, install the RAIL Utility, RSSI component. This feature includes the default RSSI Offset Silicon Labs has
measured for each part. This offset can be modified, if necessary, after RF testing of your complete product.

@ readmehtml |l Zilightsicp X | =R
Z3Light SOFTWARE COMPONENTS
Search keywords, components name
Y Filter components by £ Configurable [_] @ installed [[] & Installed byyou [] |BSDK Extensions ] Rouality ~ sighee © e

Stack Token Interface

¢ Configure

| Zigbee Device Config
Strong Random Api (PSA)

@ Strong Random Api (Radio)

Description
Throughput This component is used for Zigbee device configuration.
Watchdog periodic refresh sample implementation % Quality
Xmodem Sender PRODUCTION
@ Zighee Cluster Service
© Zigbee Core CLI o Dependencies v
@ Zigbee Device Config & zighee_device_config requires 0 compenents
No Dependencies
@ Zigbee Signature Decode
Dependents
@ Zighee ZCL CLI 1 compenents require zigbee_device_config
v Zigbee 3.0 » Zighee
BLE Event handler sample implementation
Find and Bind Initiator o] .
@ Find and Bind Target e
¥ Uninstall

HA Device Trust Center Link Key Update .

5. Click Configure to open the Component Editor on a new tab. The configurable parameters are shown. In this case, it indicates that
the Z3Light application is configured as a router. Close the Component Editor.

@ readme.html ‘.:. Z3lightslcp [u Zigbee Device Config X } =g

Zigbee Device Config | Pin Tool | | <[> View Source X

I ZigBee device configuration
Primary Network Device Type Primary Network Security Type

Router - ZigBee 3.0 Security  ~

Enable Secondary Network »

Rev.0.4 |17
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6. Once you are ready to build the application, click the Build (hammer) control in the top tool bar. During the build, progress is reported
both in a window, which can be run in the background, and also in the lower right. The process may take over a minute.

Note: If the Build control isn’t active, click the project directory or a file in it.

File Edit Nevigate Search Project Run Window Help

i d | B - R i v @il - -¥o o (i=gr-1| 1Y Welcome £D Recent Tools ®, Install £ Preferences {5 | # Launcher | {3} Simplicity IDE
[ Project Explorer ZZI =% Y § ° O |&Z3Lightsicp 21\ =0
v (= autogen ~ .

%m s confg_autogenh Z3Light SOFTWARE COMPONENTS

> [ psa_crypto_config_autogen.h

> [Al RTE_Components.h Search keywor onent's name

. % AL poard, zmult init.c Y Filter: Configurable Components [_] installed components [] components Installed by You [_] device con @

> [8 sl_cli_command_table.c

> [ sl_cli_handlesh

> [2 sl_cliinstances.c v Zi . .

> A sl_cliinstances.h Zigbee I Device Configuration

> [0 sl_component_catalog.h

5 [g sl_device_init_clocks.c ¥ Stack

5 [8 sl_event_handler.c B

> [l sl_event_handlerh v Pro Core

> [g] sl_iostream_handles.c Description

5 [ sLiostream_handiesh Device Configuration -3 e 2sgice bro de

> [Bl slLiostream _init_instances.h B Build Project u] x | -

> s|_iostream_init_usart_instances.c
5 B sl_iostream_init_usart_instances.h
> |6 sl_power_manager_handler.c o
> [g] sl_simple_led_instances.c

Building project.

5 [ sl_simple_led_instances.h
> 8 i ol hookor Invoking Command: make -1 all
> gl zap-clic v

< > [ Always run in background

B Debug Adapters 32 | B Outline | =g

- Run in Background Cancel Details > >
AECAXRRBI-BBEO0E

> EFR32MG12 2.4 GHz 13 dBm RE (ID:4400285386)

18] Problems 4 Search ‘3}- Call Hierarchy [E Console &% O ¢8| ERE & #B-3-=0
CDT Build Console [Z3Light]

Finished building: C:/Users/CADWENS/ZUC/zigbee on_uc_alpha_3 b382/zigbee_on_uc_alpha_3_b382/protocol/zigbee/app/ framework/plugin/green-power-client/green-power-client A
Building file: C:/Users/CAOWENS/ZUC/zigbee_on_uc_alpha 3 b382/zigbee_on_uc_alpha 3_b382/protocol /zighee/app/framework/plugin/counters/counters-cli.c

Finished building: C:/Users/CAOWENS/ZUC/zigbes on_uc_alpha_3 b382/zigbes_on_uc_alpha_3_b382/protocol/zigbee/app/framework/plugin/find-and-bind-target/find-and-bind-ta

Invoking: GNU ARM C Compiler

arm-none-eabi-gcc -g3 -gdwarf-2 -mepu=cortex-m4 -mthumb -std=c99 '-DUSE_ZAP_CONFIG=1' '-DSL_RAIL_LIB_MULTIPROTOCOL_SUPPORT=8' '-DEFR32MG12P432F1824GL125=1" '-DCONFIGU
Building Tile: C:/Users/CAOWENS/ZUC/zigbee_on_uc_alpha_3_b3s2/zigbee_on_uc_alpha_3_b3s2/protocol/zighee/app/framework/plugin/ counters/counters-ota.c

Invoking: GNU ARM C Compiler

Building file: C:/Users/CAOWENS/ZUC/zigbee_on_uc_alpha 3 b382/zigbee on_uc_alpha 3_b382/protocol/zighee/app/framework/plugin/counters/counters-soc.c

<

<

[SEM S 16760 |  Build Project: (53%) -

Build completion is reported in the Build Console. The build should complete without errors. If any errors occur, they are highlighted
in red in the console. Contact technical support for assistance.

| callHierarchy | & Console 22 |
.debug_line 1370476 ® ~
.debug_str 2466152 2
.debug_frame 56928 e
Total 6387477
21:85:83 Build Finished. @ errors, 5 warnings. (took 1m:3ls.386ms)
v
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7. Inthe Project Explorer view, the binaries are shown in a new folder, Binaries.
a vi_workspace - Z3Light/Z3Light.slcp - Simplicity Studio™
File Edit Navigate Search Project Run Window Help
s v @iy~ |®v%v - - - '|U iy Welcome D) Recent 5 Tools ., Install %X Preferenc
|7 Project Explorer S@l H %S Y & % O & Zlightslp 2@]
v 15 Z3Light [GNU ARM v10.2.1 - Default] [EFR32ZMG12P432F1024G1L125 - Ge "
« 4% Binaries Z3Light SOFTWARE COMPC
?;‘j: Z3Light.axf - [arm/le]
D Z3Lightbin - [unknown/le] )
© Z3Light hex - [unknown/le] Y Filter: Configurable Components |:| Installed Coi
D Z3Light:s37 - [unknown/le]
Iﬂj" Includes
(= autogen » Advanced Configurators
= config
= gecko_sdk_3.2.0
(= GNU ARM v10.2.1 - Default » Application
[€ main.c
Z3light_callbacks.
g Zelight calloacla.c » Bluetooth
ok Z3lightslcp
|=| Z3Light.slps » LwIP
» OpenThread
» Platform
< >
BH Debug Adapters &2 IEE Outline | = 8 » RTOS
PR AXRRU-OEEE )
Z3Light (ID:440085390) » Services
8. Right-click the <project>.s37 file, and select Flash to Device. If you have more than one device connected, you are prompted to

select the target. Then the following dialog is displayed.

a Flash Programmer

Change Devicd

Device
Board Name: Wireless Starter Kit Mainboard
Board Name: EFR32MG12 2.4 GHz 19 dBm Radic Board
MCU Name: EFR3ZMG12P432F1024GL125

Adapter
Mame: Z3Light

Flash Part
FileType @hex Obin  Sose address

File

| r\CAOWENS\SimplicityStudio\w5_workspacelZ3Light\GNU ARM v10.2.1 - Default\Z3Light.s37 | Browse..

Advanced Settings...

Era:

Flash Erase/Write Protection

s Program

(®) Select flash range v | 0x0

L

0100000 A

() Select default sections Lock Main Flash

Protect

Debug Lock Tools

The unlock function only works using Silicon Labs EFM32 and EFR32 boards.
Unlocking the chip will erase all data on flash and SRAM.

Unlock Debug Access

Lock User Page

Remove Protection

Lock Debug Access

Close
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9. Click Program. The binary is flashed to the target device.

10. In the Debug Adapters view, right-click the Z3Light device and select Launch Console. In the console window, you will see four
tabs: Serial O (the Virtual UART interface), Serial 1 (the physical UART interface), Admin (where you can configure the debug adapter
such as the WSTK for EFR32), and Debug (where you see raw binary data over the debug interface). Click the Serial 1 tab. Type
‘info’ and press enter.

ok Zilight.slcp &@ )-Link Silicon Labs (440085386) 21 = B8
@ Mo translation ~| Lineterminator: | CR-LF (DOS, 05/2, MS Windows)  ~  Buffer size: Serial 1, 8 bytes out, 1529 bytes in.
o5 Serial 0 =& Serial1 2 Admin ~% Debug
>
> info
info

MFG String: AppBuilder MFG Code: 0x1002
node [{»)000BS7FFFE491BC2] chan [20] pwz [3]
panlD [0xC188] nodeID [0xBEDG] xpan [0x{:)SA9CFFFACCD7SF1R]
parentID [0xFFFF] parentR=z=i [0]
stack ver. [7.0.0 GA build 382]
nodeType [0x02]
Security level [5]
network state [2] Buffs: 75 ~ 75
Ep cnt: 3
ep 1 [endpoint enabled. device enabled] nwk [0] profile [0x0104] devId [0=0000] wer [0=1]
in [server) cluster: 0x0000 {(Basic)
(server) cluster: 00003 {(Identifw)
(server) cluster: 0x0004 {(Groups)
(=erver) cluster: 0=x0005 {Scenes)
in (server) cluster: 0=x0006 {(On-off)
{server) cluster: 0x0008 {Level Control)
out{client) cluster: 00019 {Over the Air Bootloading)
out (client) cluster: 0x0406 (Occupsncy Sensing)
in (server) cluster: 0x1000 (ZLL Commissioning)
ep 2 [endpoint enabled, device enabled] nwk [0] profile [0x0104] devId [0x0000] wer [0O:1]
in (=erver) cluster: 0=0000 (Basic)
in [server) cluster: 0x0003 {Identify)
in (server) cluster: 0=x0004 {Groups)
in (server) cluster: 0=x0005 {(Scenes)
in (server) cluster: 0=x0006 {(On-off)
in (=erver) cluster: 0=0008 {(Level Control)
out{client) cluster: 0=0019 {Over the Air Bootloading)
in [server) cluster: 0x0300 {(Color Control)
in (server) cluster: 0x1000 (ZLL Commissioning)
ep 242 [endpoint ensbled, device enabled] nwk [0] profile [0=xA1E0] devId [0=0000] wer [0xl1]
out (client) cluster: 00021 {(Green Power)
Hwk cnt: 1
nwk 0 [Primary (pro)]
FDdeType [022] securityProfile [0x5]:
>

2 Eii‘ -

The application has created a distributed network with three endpoints, the last being the Green Power endpoint.

Note: During development you may make changes, work with the console, and then make other changes. While you can load a fresh
application image with the device connected, you may have to repair the connection. Alternatively, disconnect from the console
by right-clicking the device and selecting Disconnect.

If you have multiple devices connected, the device context menu also contains a Rename selection, which you can use to better
identify the device roles.
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4.2 Create and Load a Zigbee — SoC Switch Application

The Zigbee — SoC Switch example procedure follows a slightly different path than that illustrated for Z3Light. Use this shorter path if you
do not need to modify devices or compilers.

1. Click Launcher in the upper right to return to the Launcher perspective.

2. In the Debug Adapters view, select the Switch device.

3. Go to the EXAMPLE PROJECTS & DEMOS tab and click CREATE next to the Zigbee — SoC Switch application.

vS.rel Staging_1825 - Z3Light/.uceditor/ Z3Light zigee_device_config.cedit - Simplicity Studio™ - o X
File Edit Navigate Search Project Run Window Help

£ Welcome  #D) Recent 22 Tools &, Install %8 Preferences (B9 | |3 Launcher {} Simplicity IDE
E‘tnebugmapter;} =g

A ARG - DB O EFR32MG12 2.4 GHz 19 dBm RB, WSTK Mainboard (ID: 000440050128)

EFR32MG12 2.4 GHz 19 dBm RB (ID:440030128)

OVERVIEW EXAMPLE PROJECTS & DEMOS DOCUMENTATION COMPATIBLE TOOLS

Run a pre-compiled demo or create a new project based on a software example.

- 3resources found

g Zigbee - SoC GPD Switch

. This is a Green Power On/Off Switch Device that pairs with a GP Combo or Sink Light and controls its operation.
Demos

View Project Documentation [

Example Projects .
Solution Examples [ ]
Zigbee - SoC Switch
jects?
© What are Demo and Example Projects? This is a Zigbee 3.0 switch application using NVM3 as the persistent storage. RUN

~ Wireless Technology @ Clear View Project Documentation (2

3 My Products i XEEE= 8 [ Bluetooth (5)

[ Enter product name |

[ connect (4) Zigbee - SoC Switch

5 My Products1 0 matter (3) This is a Zigbee 3.0 switch application using NVM3 as the persistent storage. CREATE

View Project Documentation &
O raL(a)

[ Thread (0)

Zigbee (3)

~ Device Type  Clear
[ Host(0)

[ Nce ()

[ rer(0)

[ sec(3)

~ Ecosystem € Clear

caowens@silabs.com ¥ © 2022 Silicon Labs.
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4. This opens the third of the three project creation dialogs illustrated in the Z3Light process. Change any values you wish to change,
and click FINISH.

New Project Wizard o x

Project Configuration
Select the project name and location.

° Target, SDK ° Examples ° Configuration

Project name I Z3Switch_2| I

Use default location

Location: . C:\Users\CAOWENS\SimplicityStudio\v5.master.Staging_1659\Z3Switch_2 ‘ BROWSE |

With project files:
O Link to sources

@ Link sdk and copy project sources

O Copy contents

CANCEL BACK ‘ NEXT ‘ m

The project opens (abbreviated name Z3Switch). All files are autogenerated. The Z3Switch application is configured as an end device.
5. Click the Build (hammer) control to build the application.

6.  When the build is complete, right-click the <project>.s37 file and select Flash to Device. Click Program.
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7. When upload is complete, right-click the Switch device and select Launch Console. Select the Serial 1 tab, and enter ‘info’. The
output should resemble the following. The switch has not yet joined a network.

ﬂ vi.master.Staging_1659 - Adapter: J-Link Silicon Labs (440050127)-Switch - Simplicity Studio™ - [m] X
File Edit Nevigste Search Project Run Window Help
[ | B - R~ v Bl v G [ A S| @ fy Welcome /D Recent B Tools . Install %% Preferences [ | # Launcher | {} Simplicity IDE
=] ProJEd Explorer m} 25 Y & 7 O |&Zilightsiep  |afl Z3Switch.slcp [é‘é J-Link Silicon Labs (440050127)-Switch &2 = A

15 Z3Light [GNU ARM 1 - Debug] [EFR3 & | [No translation | Lineteminator: [CR-LF (DOS, 0S/2, MS Windows)  v| Buffersize: [100000 | Serial 1, & bytes out, 1489 bytesin.
v 525 Z35witch [GHU / 2.1 - Debug] [EFR3ZMG12P: 2

4 Binaries oF Serial 0 == Serial 1 = Admin % Debug

il Includes

(7= autogen

b

& config 5 info

= gecko_sdk 3.2.0 info

= GNU ARM v10.2.1 - Debug MFG String: AppBuilder MFG Code: 0x1002

B nods [ (>)000E5?FFFE25F9EF] chan [0] pwr [0]

main.c panID [0=0000] nodeID [0=FFFE] xpan [[Ix())EIEI[IEIEI[IDEI[I[IEIEI[IEIEI[I]
[€] Z3Switch_callbacks.c parentID [0xFFFE] parentRssi [0]
B Z35witch pintool Stack ver. [7.0.0 GA build 382]

nodeType [unknown]
Z35witchslep Security lewsl [5]
[E] Z3switch.slps netvork state [0] Buffs: 75 ~/ 78
Ep cnt: 2
ep 1 [endpoint ensbled. device ensbled] nwk [0] profile [0x0104] devId [0=0000] ver [0xl]
in (server) cluster: 0=0000 (Basic)
out(client) cluster: 0x0003 (Identify)
in (server) cluster: 0=0003 (Identify)
out(client) cluster: Dx0004 (Groups)
ficlicns) cipos et

out{client) cluster: Ux0006 (On/oif)
in (server) cluster: 020007 (On/off Switch Canfiguraticn)
I .

out({client) cluster: 0x0019 (Over the Air Bootloading
ep 2 [endpoint emabled, device enabled] nwk [0] profile [UxUlU4] devId [0x0000] ver [0x=l]
in (server) cluster: DxODO0 (Basic)
out{client) cluster: 00003 {Identify)
in (server) cluster’ Dx0D03 (Identify)

g s out{client) cluster: 0x0004 (Groups)
= out{client) cluster: 0x0005 [Scenss)
[ Debug Adapters: 2 m}uf Outline | o outi{client) cluster: 0=0006 (On-off)
- outiclient) cluster: 0z0008 (Level Contraol)
BEECAXRRB-EBE out{client) cluster: Dx0019 (Over the Air Bootloading)
p J-Link Silicon Labs (440050127)-Switch (ID:440030127) out{client) cluster: 00300 (Color Control)

out(client) cluster: O0x1000 (ZLL Commissioning)
in (server) clustsr: 0x1000 (ZLL Commissicning)
Hwk cnt: 1
nvk 0 [Primary (pro)]
nodeType [0x3] securityProfile [0x5]%
>

J-Link Silicon Labs (440085386)-Light (ID:440085386)

e | ~]
5] Problems | 4 Search | ° Call Hierarchy | B Console 5 S¢S EH "BME-8-=0
COT Build Console [Z35witch]
dahug7 ne 1148946 -] @
.debug_str 2416095 3
.debug_frame 50056 ®
Total 5817318
08:50:53 Build Finished. O errors, 7 warnings. (took m:46s.593ms)

v
< >

!

4.3 Create a Distributed Network and Issue Commands

Once you have downloaded both the light and switch applications to different radio boards, you can create a network. Make sure that the
switch device is physically close to the light device.

To see the process from beginning to end, close the distributed network created automatically on the Z3Light device. In the Z3Light
console, enter:

> network leave

Then form the network:

> plugin network-creator start 0

Open the network for joining:

> plugin network-creator-security open-network

You now have 55 seconds to join the switch to the open network. On the Z3Switch console, enter:

> plugin network-steering start O

silabs.com | Building a more connected world. Rev.0.4 |23




QSG180: Zigbee EmberZNet SDK v7.x Quick-Start Guide
Working with Examples

Enter ‘info’ on both devices and you will see that both the light and switch are on the same PAN ID.

5 Project Explorer 52 | ES Y & = 0| fzlightsicp | Z3Switchsicp | @2 J-Link Silicon Labs (440050127)-Switch £3 | &2 I Link Silicon Labs (440085386)-Light | =0
viZ ?ESEW“"“[G“U ARM 10,27 - Debug] [EFRIZMGTZP433F102400 ~ | [y | o ranslation v| Lineterminator: [CR-LF (DOS, 05/2, MS Windows) | Buffersize: [100000 | Serial 1,47 ytes aut, 4455 bytesin.

4 Binaries

i) Includes 7 SerislD <7 Serial 1 % Admin 7, Debug

(= autogen Sve Disc: Waiting 2 sec for discovery to complets ~

(= config Sve Di=c: complets

i gecke_sdk 3.20 Sve Disc: Vaiting 2 sec for discovery to complets

« [ GNU ARM v10.2.1 - Debug Sve Di=c: complets
(& autogen

Find and bind initiator complete: Ox00

= gecko_sdk_3.20 info

main.o - [arm/le] info

b Z3Switch_callback.o - [arm/le] MFG String: AppBuilder MFG Cods: 021002

H Z35witch.axf - [arm/le] panID [021Ck4] nodeID [0x35C9] xpan [0x(>)3CCEDEGEN1342B21]
(D Z3Switch.bin - [unknown/le] £ % = =il

stack ver. [7.0.0 GA build 382]

nodeTwne [N

© 735witch.hex - [unknown/le]

5 Project Explorer 2 | 2% ¥ E O uzlightsp | & Z3Switchslp |88 J-Link Silicon Labs (440050127)-Switch | &2 J-Link Silicon Labs (440085386)-Light £ =D
T A 02.1- 32 2P433F102-
viz ?E‘EW“"‘[G“U AEMAID2T - Debug] [EFRIZMGIZPAZFI0AG A 1 [y | g translation | Lincteminator: |CR-LF (DOS, 05/2, MS Windows) _ ~| Buffersize: [100000 | Serial 1, 107 bytes out, 4445 bytesin.
4% Binaries
[ Includes o5 Serial 0 =% Serial 1 % Admin % Debug
(= autogen inio =
(= config HEG Strine AppBuilder HFG Code: 0x1002

= gecko_sdk 320
v = GNU ARMv10.21 - Debug
= autogen stack ver, [7.0.0 GA build 382]

nodeType [0x=02]
& gecko sdk 3.20 Security level [5]
main.o - [arm/le] network state [2] Buffs: 75 ~ 75

B 726itb callhaclr o Tarmn 121 Ep cnt: 3

panID [051CA4] nodelID [0x0738] mpan [Owx(>)3CCEDEEBO1342B21]

To send a command from the switch to the light, first build the toggle command and load it into a TX buffer:

> zcl on-off toggle

Then send the command to the light, using the device’s Node ID (also known as the short ID), which is 0x0738. To toggle the device’s
LED on and off, on the Z3Switch device enter:

> send 0x0738 1 1

The light console should show:

TO0000000:RX len 3, ep 01, clus 0x0006 (On/off) FC 01 seq 01 cmd 02 payloadl[]
On/Off set value: 01 02
Toggle on/off from 00 to 01

On the WSTK board, LED1 should turn on.

4.4 Change to a Centralized Network

In a distributed network, any router can issue network security keys. In a centralized network, a coordinator has the functionality of a Trust
Center. Each node that joins is authenticated by the Trust Center before it can join the network. The coordinator is always node ID 0x0000.
To change Z3Light to a Coordinator:

1. Go to the Z3Light.slcp tab.
2.  Onthe SOFTWARE COMPONENTS tab, search for ‘device config’.
3. Select the Zigbee Device Config component and click Configure.
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4. Change the Primary Network Device Type to ‘Coordinator or Router’. The change is saved automatically.

@ readmentml | Z3Lightsicp | Zigbee Device Config < | =8

Zigbee Device Config ‘ Pin Tool | <[> View Source X

I ZigBee device configuration

Primary Network Device Type Primary Network Security Type

Coordinator or Router ZigBee 3.0 Security

Coordinator or Router
Router

work »
End Device

" sleepy End Device

5. All coordinators must also have Concentrator functionality. Close the Component Editor and, back on the Software Components tab,
search for ‘concentrator’.

6. Select the Concentrator Support component and click Install. Changes are saved automatically.

@ readmehtml | Zilightslcp X | Zighee Device Config | @ resdmehtml | & Z3Switchslp | =n
Z3Light SOFTWARE COMPONENTS

Search keywords, component's name
Y Filter components by £¢ Configurable D @ Installed D & Installed by you D BB SDK Extensions D fRQuality - concentrat & o

I Concentrator Support m

Description
Code that handles periodically broadcasting a many-to-one-route-request (MTORR) so that the device

v Zighee
v Utility

Concentrator Support e

will act as a concentrator (sink) in the network. Mote NCP/SoC source route table size can now be

defined 25 part of the source routing library.

Quality
PRODUCTION

Dependencies v

zigbee_concentrator requires 1 components
» Zigbee
Dependents

0 components require zigbee_concentrator

7. In the Project Explorer view, select Z3Light and click the Build (hammer) icon.

8. When build is complete, right-click the Z3Light device and click Disconnect.

9. When the build is complete, right-click the <project>.s37 file and select Flash to Device. Click Program.
10. Launch the console for the Z3Light device.

Next, take down the distributed network and start the centralized network.

> network leave
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Then form the network:

> plugin network-creator form 1 Oxfeed 20 11

Enter ‘info’. The PAN ID is that specified, and the Node ID is 0x000

&L Z3lightslcp | ok Z3Switch.slcp &2 Z3Light &3 | &2 Z35witch = 0
® | |Notranslation ~ | Llineterminator: | CR-LF (DOS, 05/2, MS Windows) ~| Buffer size: Serial 1, 174 bytes out, 6453 bytes in.
% Serial0 =5 Serial 1 % Admin % Debug

HWE Steering stack status 0x90 -
EMBER NETWORK_UP 0=0000

HUWK Creator: Form. Channel: 11. Status: 0x00

Form distributed network complete: 0=00

HUK Creator: Form: 0=00

Z3Light»Find and Bind Target: Start target: 0=00

Find and bind target start: 0=x00

Z3Light>info

info

0=1002
node [ (>)D0DBG7FFFE491BC2 ] chan)[11] pwr
panID [D=FEED] nodsID [Dx0000] #pan [Dx())C261844210884413]
+10 [ [FEEE] 1| [

stack wer. [7.0.0 Ga build 9]
nodeType [0=01]
Security lewel [5]
network state [2] Buffs: 75 ~ 75
Ep cnt: 3
ep 1 [endpoint enabled. device enabled] nwk [0] profile [0=0104] dewlId [0x=0000] wer [0x1]
in (server) cluster: 0=0000 (Basic)
in (server) cluster: 0=0003 {Identify)
in (server) cluster: 0=0004 {Groups)
in (server) cluster: 0x=0005 (Scenes)
in (server) cluster: 0x=00086 (On-off)
in (server) cluster: 0x0008 (Lewel Control)
out{client] cluster: 0x0019 (Over the Air Bootloading)
out{client] cluster: 0x0406 (Occupancy Sensing)
in (server) cluster: 0x1000 (ZLL Commissioning)
ep 2 [endpoint enabled. device enabled] nwk [0] profile [0x0104] dewld [0=0000] wer [0xl]
in (server) cluster: 0x=0000 (Basic)
in (server) cluster: 0x=0003 (Identify)
in (server) cluster: 0x=0004 (Groups)
in (server) cluster: 0x=0005 (Scenes)
in (=server) cluster: 0x0006 (On-soff)
in (=erver) cluster: 0x0008 (Lewvel Control)
outi{client] cluster: 0x0019 (Over the Air Bootloading)
in (=erver) cluster: 0x0300 (Color Control)
in (=erver) cluster: 0x1000 (Z1L Commissioning)
ep 242 [endpoint enabled. device enabled] nwk [0] profile [0xA1E0] devwId [0=0000] wer [0=1]
out{client] cluster: 0x0021 (Gresn Power)
Hwk cnt: 1
nwk 0 [Primsry {pro)]
nodeType [0xl] securityProfile [0x5]Z3Light>
Z3Llight 3| A

Open the network for joining:
> plugin network-creator-security open-network

You now have 55 seconds to join the switch to the open network. On the switch device:

> network leave
> plugin network-steering start O

Enter ‘info’. The PAN ID is that specified, and the parent ID is 0x0000.

& || Notranslation ~| Line terminator: | CR-LF (DOS, 05/2, MSWindows) | Buffer size Serial 1, 111 bytes out, 7884 bytes in.
<5 Seral0| 5 Serl 1 % Admin &, Debug
Wikl Steering Stop.  Cleaming wp. -

Join network complete: 0x00
Find end bind initiator start: 0x00

TOODO0000 RY len 3, ep FF, clus 0x0003 (Identify) FC 01 seg 03 cud 01 paylosd[]
RE identify:QUERY

RE identify: QUERY

Find ond bind initiator complete: Ox01

info

MEG String: dppBuilder MEG Code: Oxl002
node [(>)00UDEFFFERIOBESS] chan [11] p
G#ID [0=5371] =pan [Dx(>)C261944210984413]

P i T R
stack ver [7 0.0 GA build 3]
nodeType [0x03]
Security level [5]
netvork state [2] Buffs: 75 ~ 75
Ep cat:
ep 1 [endpoint ensbled. device ensbled] nvk [0] profile [00104] devId [0x0000] ver [0x1]
in (server) cluster: 0=0000 (Basic)
in (server) cluster: 0x0003 (Identify)
out(client) cluster: 0x0003 (Identify)
out(client) cluster: Dx0004 (Groups)
out(client) cluster: 0x0005 (Scenss)
out(client) cluster: 0x0006 (On<off)
in (server) cluster: 0x0007 (On’off Switch Configuration)
out(client) cluster: 0x0008 (Level Control)
out(client) cluster: 0x001% (Over the ir Bootloading)
b 2 [ondpoint enebled. device enebled] mek [0] profsle [020104] devId [0x0000] ver [Oxl]
in (server) cluster: 0x0000 (Basic)
in (server) cluster: 0x0003 {Identify)
out(client) cluster: 0x0003 (Identify)
out(client) cluster: 0x0004 (Gromps)
out(client) cluster: Dx0005 (Scenes)
out(client) cluster: 0x0006 (On/off)
out(client) cluster: 0x0008 (Level Control)
out(client) cluster: Dx0019 (Over the kir Bootloading)
out(client) cluster: 0x0300 (Color Control)
in (server) cluster: 0x1000 {ZIL Commissioning)
out (clizat) clusteri 0x1000 (ZLL Comnissicning)
Huk ont
nwk D [Pr1marv (pro)]
nodeType [0x3] securityProfile [0x5]Z3Switch>
Z3Swi tohs| v

8 ~
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To send a command from the switch to the light, first build the toggle command and load it into a TX buffer:

> zcl on-off toggle

Then send the command to the light, using the device’s Node ID 0x0000. To toggle the device’s LED on and off, on the Z3Switch device
enter:

> send 0 1 1

The light console should reflect the command and, on the WSTK board, LED1 should toggle from its previous state.

4.5 About the Zigbee Cluster Configurator

Additional customizations can be made through the Zigbee Cluster Configurator. Using this tool is described in detail in AN1325: Zigbee
Cluster Configurator User’s Guide.

4.6 About Bootloaders

All Silicon Labs examples require that a bootloader be installed. A bootloader is a program stored in reserved flash memory that can
initialize a device, update firmware images, and possibly perform some integrity checks. Silicon Labs networking devices use bootloaders
that perform firmware updates in two different modes: standalone (also called standalone bootloaders) and application (also called appli-
cation bootloaders). An application bootloader performs a firmware image update by reprogramming the flash with an update image
stored in internal or external memory. For more information about bootloaders see UG103.6: Application Development Fundamentals:
Bootloading.

In March of 2017, Silicon Labs introduced the Gecko Bootloader, a code library configurable through Simplicity Studio’s IDE to generate
bootloaders that can be used with a variety of Silicon Labs protocol stacks. The Gecko Bootloader is used with all EFR32xG parts.

The Gecko Bootloader works with a specialized firmware update image format, ending in the extension .gbl (the GBL file). To create a
GBL file from an .s37 or binary, follow the instructions in UG162: Simplicity Commander Reference Guide, section 6.7.1, GBL File Crea-
tion. The exact format of the GBL file depends on the hardware you selected.

Note: When working with the Gecko Bootloader, you must use Simplicity Commander to enable some configuration option such as
security features. See UG489: Silicon Labs Gecko Bootloader User’s Guide for GSDK 3.3 and Higher.

By default, a new device is factory-programmed with a bootloader. If you have a new device, haven’t cleared the bootloader region for
your part or have a supported bootloader image already flashed on your device, you do not need to flash a bootloader. Once you have
installed a bootloader image, it remains installed until you erase the device.

If you need to load a bootloader, select an example, such as SPI Flash Storage Bootloader (single image), and build it and flash it as
described above. For more information about the Gecko Bootloader, see UG489: Silicon Labs Gecko Bootloader User's Guide for GSDK
4.0 and Higher.
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5 Using the Network Analyzer

Now that your network is set up, you can evaluate the data being transmitted using the Network Analyzer tool. Network Analyzer helps
you debug network connectivity by displaying radio packets and certain debug interface events in a format that is easy to visualize and
analyze. See the online Simplicity Studio User's Guide for more information.

1. Click the Launcher button in the upper right and select Network Analyzer from the Tools menu. The Network Analyzer opens with
your console window(s) still displaying data.

File Edit

e HREDE R L RIO@iN-

Filters Window Help

== Metwork Analyzer - Adapter: J-Link Silicon Labs {440085330) - Simplicity Studio ™ - O X

b v 5] w00 (0w [ | ¥ Launcher (} Simplicity IDE L, Network Analyzer

® Devices: 2 23] = 0

&2 J-Link Silicon Labs (440085388) ‘@ Z3lightSoc_3isc | @@ J-Link Silicon Labs (440085390 53 } = g

B Z3switchSocisc

YU -EHE
v J-Link Silicon Labs (440085388)
v EFR32MG12 2.4GHz 10 dBm (BRD4162A Rev AD1T)
EFR32MG12P332F1024GL125
Wireless Starter Kit Mainboard (BRD40014 Rev AD1)
v J-Link Silicon Labs (440085390)
v EFR32MG12 2.4GHz 10 dBm (BRD4162A Rev AD1T)
EFR32MG12P332F1024GL125
Wireless Starter Kit Mainboard (BRD40014 Rev AD1)

@ No translation ~ | Lineterminator: | CR-LF (DOS, 05/2, M5 Windows)  ~  Serial 1, 2 bytes out, 0 bytesin.

oF Serial 0 == Serial1 ‘2 Admin . % Debug

Z3LightSoc_3:Z3LightSoc_3»RE inter-PAN messzage (unicast)

sro pan id: 0=8899

src long id: (»)000B57FFFE315B39

profile id: 0=COSE

cluster id: 0x1000 (ZLL Commissioning)
TO0000000: Inter—PAN TH (58 [19 00 03 07 C7 BE FD 03 00 03 93 SB 31 FE FF 57 0B 00 01 SE CO 0L 01 00 00 00 93 SB 31 FE FF
57 0B 00 02 SE €O 00 02 00 00 01 93 SB 31 FE FF 57 OB 00 F2 SE CO &6 00 00 00 02 ], 0=00
FY inter-PAN message (unicast):

=rc pan id: 0=B8899

src long id: (:)000BS7FFFE315B39

profile id: O=CODSE

cluster id: 0x1000 (ZLL Commissioning)
R inter—-PAiN message (unicast):

s=rc pan id: 0=x8899

src long id: (»)000BSYFFFE315E39

profile id: 0=COSE

cluster id: 0x1000 (ZLL Commissioning)
EMBER_NETWORE_DOWH
EMBER_NETWORK_UF 0=0002
Open network for joining:
ploin for 254 sec: 0x00
HWE Creator Security: Open network:
Find and Bind Target: Start target:
Find and bind target start: 0=00
RX: ZDO, status
Device Announce

0z00

0x00
0=00
command 0=0013, 0=00
0=0002

TOO0D00O000:RE len 3. ep FF. clus
RE: ZDO, command 0x0013, status:
Device Announce: 0x0001

0=0003 (Identify) FC 01 s=gq 03 comd 01 payload[]
0=00

TODODODOD RX len 5, ep D1, clus Dx=D003 (Identify) FC 00 seq 03 ond OB payload[00 00 ]

TO0000000:RE len 3. ep 01, clus 0x0006 (On-off) FC 01 seq 04 cmd 02 payload[]
TOOO00O00:RE len 3. ep 01,
ploin for 46 sec: 0=00

HWE Creator Security: Open

clus 0x0006 (On-off) FC 01 =eq 05 cmd 02 payload[]

network: 0x00

w | -

: ¥ NotLoggedIn

© @ 2017 Silicon Labs
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2. Make sure that Network Analyzer is set to decode the correct protocol. Select Window > Preferences > Network Analyzer >
Decoding > Stack Versions, and verify it is set correctly. If you need to change it, click the correct stack, click Apply, and then OK.

Note: If you are working with a Zigbee+Bluetooth Dynamic Multiprotocol application, Auto-detecting decoder stack must be selected.

== Preferences O
type filter text Stack Versions ST
General
CfCes Stack profiles (check to make default):
Help [ Auto-detecting decoder stack
Install/Update [] Bluetooth Smart
~ Metwork Analyzer [] Custom Stack
Capture Configuration [ Connect stack
Capture File Storage [] Ember RFACE stack
Connectivity Display EmberZNet 6.4
w Decoding [] EmberZlNet 6.3
Bluetooth [] EmberZMet 6.2
Frames and Fields [] EmberZNet 6.1
Reports [] EmberZMet 6.0
Security Keys [] EmberZMet 5.10
Stack Versions [] EmberZMet 5.9
Transaction Groupe [] EmberZMet 5.8
Energy Profiler Integrati [] EmberZMet 5.7
Node lcons [ EmberZMet 5.6
Optional Dialogs [ Silicon Labs Thread 2.8
Stream Visualization [ Silicon Labs Thread 2.7
Timeline [ Silicon Labs Thread 2.6
Wireshark [ Silicon Labs Thread 2.5
Run/Debug [] Silicon Labs Thread 2.4
Simplicity Studio [ Silicon Labs Thread 2.3
Team [ Silicon Labs Thread 2.2
Wireless Development [ 802.15.4 stack
] Show deprecated and older, rarely used, stacks
Warning: This setting will affect only future capture sessions,
Existing live capture windows will not be affected.
a o Restore Defaults Apply
@

3. To make sure that packets decode correctly, manually enter the NWK key. In either the Switch or Light console window, type the
following, being sure to include the ‘s’ in ‘keys”:

Keys print

4. In the information returned, find the network key and copy it:

NWK Key: EF DE 0C 69 5B 72 6E C4 41 27 C6 E6 F1 36 26 26
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5. In Window > Preferences, open Network Analyzer > Decoding > Security Keys, click New, name the new entry, and paste the copied
key into it. Click Apply. Click OK to leave.

== Preferences O X
type filter text Security Keys SRV
General
CiCas Check to sctivate. Enter 16 char ASCIl or 32 char Hex
Help T Mame Key Touched New

Install/Update

v Network Analyzer
Capture Configuration
Capture File Storage
Connectivity Display

C AppBootloa.. 656D 626572 2045 4D 32 35 30 2061 62 6C 4C Sep7
C AppBootloa.. 656D 626572 2045 4D 32 3530 20 61 62 6C 4E Sep7
C  ConnectSa... AR AR AN AR AS AL DA BN AR AL RAAR AR, SepT Clone
C Default Fra... 0505 05 05 05 05 05 05 05 05 05 05 05 05 0505 Sep7

Import..

+ Decoding Default Fra..  04040404040404 040404 040404040404 Sep7 Delete
Eluctooth Default IP Te.. BF BE BD BC BB BABO B2 BTB6 BSBAB3 B2B1.. Sep7 Invert
Frames and Fields Test090813  C25065038B7552C1 6IDEEBFITEOIFETD  Today
Reports Sensor/Sink .. SAG96762656520536563757260747921  Sep7 Clear Al
Sz o Sensor/Sink... 656D 626572204540 3235302063686970  Sep7 Run HMAC...

Stack Versions
Transaction Groupe

Energy Profiler Integrati

Node Icons

Optional Dialogs

Smart Energ... 12333333333333333333333333333333  Sep7
Smart Energ.. S6TI T TT I ITTI AT I A TT TR TT 79 77 Sep 7 ASCll edit...
Standalone ... 656D 626572204540 323530 206CE96E68  Sep7
Standalone ... 656D 62657220454 323530 206E776B20  Sep7
SuperParen.. 5375706572506172656E744CEICEEBAE  Sep7

Stream Visualization [ SuperParen.. 5375706572506172656E744E6574 7748  Sep7
Timeline [ ZigBee3.0d.. 435F011DB58CACB412ECTESBEB5E40B2 Sep7
Wireshark [ ZigBec20d. BYSFOEA25C4B878BFE74ICFOFACERSI  Sep7
Run/Debug T ZigBeeAllian.. 5A6967426565416C6C 6061 6E63653039  Sep7
Simplicity Studic
Team

Wireless Development

< 3

Save decryption keys in 1D files Disable keys when not used for | 265 days

" N Restore Defaults Apply

®

6. Right-click on the light or the switch device, and select Start Capture. Do the same for the other device.

7. If you are in an environment with a number of wireless devices, you may have a very noisy Network Analyzer environment, as
reflected both in the event traffic and in the map. To show additional information in the map, click on the map.

On the toolbar, click the PAN ID button, circled in the following image.

,
e s e T . e

GrE@O e o8 Tl SLRPIIA @ RA QDB 2.8 TZE» EE ®
«k Analyzer

= O |/@ serverisc |@ dlientisc |# )-Link Silicon Labs (440050127) | & J-Link Silicon Labs (440050128) | *Live 22 =0
G~ B & |0 saved filters... | AND - % © 0
RD41534) .'.1_|_||| pre
Rev AO1) 0D.003s

ime:not set  Real time:MN/A  Modes:)  Event:none B $ Event Detail B
RD41534)
« Rev ADL) I
- ™

8. Right-click on the representation of your Switch device (the dot that has the same ISA3 adapter name or WSTK name or J-Link serial
number as the device) and select Show only this PAN.
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To filter transactions:
1. Press button 0 on the switch to get a complete transaction (in blue).

== Metwork Analyzer - Live capture streamStack version: EmberZMet 5.10, ZigbeePro - Simplicity Studio ™ - O X
File Edit Filters Window Help
cHRE TR /FIP@O-BRO-H- e @8 e 0| SlRldald @TLARE=.88 v T#Lp =5
. | £ Launcher {} Simplicity IDE | %, Network Analyzer
@ Devices: 2 23] = B8 GZBSW\tchSoc.isc @J-Lmk Silicon Labs (440085388) ‘G Z3LightSec_3.isc @J-Link Silicon Labs (440085390) [. *Live &3 I = 8
% (5[4 % § L~ O[5 |[osavedfiters...| anp| e Y-
v 3 J-Link Silicon Labs (440083388) [studic]
v EFR32MG12 2.4GHz 10 dBm (BRD4162A Rev ADT)
EFR32MG12P332F1024GL125 = sLLSsiss S
Wireless Starter Kit Mainboard (ERD4001A Rev AD1) || | Time:50.111093s  Real timesN/A  Modes7  EventiZigBee APS transaction  PAN filter: 6D3F B || % EventDetail 8
v 2 J-Link Silicon Labs (440085390) [capture] NWK crypto: ROOT, 2E 66 A0 36 15 A
v EFR32MG12 2.4GHz 10 dBm (BRD4162A Rev ADT) v IEEE 802.15.4 [10 bytes]
i EFR32MG12P332F1024GL125 * * PHY Header: 0630
Wireless Starter Kit Mainboard (BRD40014 Rev AQ1) 000440085390 000440085388 Packet Length: 48
ooz 000l .
PAN- ED3F PiN- ED3F Frame Control: (x8861
Frame Type: Data (1)
Security Enabled: false
Frame Pending: false
Ack Required: true
Intra Pan: true
Frame Version: 2003 (0)
Reserved: (x00
Destination Address Mode: £
=B Source Adress Mode: Short )
Ti Durati.. § NWK NWK D PE ME EF S sequence 0472
ime urati..  Summary re est tatus Destination PAN 1D: 0x6D3F
50111093 0079 ZCL: Toggle 0001 0002 3 ] Short Destination Address: 0x00
@ 50.158888 0.042 ZCL: DefaultResponse 0002 0001 4 !
Hex Dump [54 bytes] = O
FC 30 61 88 72 .O0a.r
L 02 00 01 B...
00 48 22 02 00
01 00 1E DB 28
0E 00 D0 OO 89
5B 31 FE FF 57
Events total:f,241 shown:6,241  Decoders: EmberZNet 5.10, ZigbeePro B 0B 00 00 61 1D
2B 87 9C EO0 BC
Time Type Summary MAC Src MAC Dest  Status A1 92 F& 1C 8C 14
R _ 04 07 D3 E4 92
£48,148323  Packet 802.15.4 Ack Dropped FD 04 05 00
648.135423  Packet Data 0000 560C Dropped
648.196416  Packet Packet Dropped
6423100428  Packet 0000 560C Dropped
6 66  Packet Dropped
648544640 Packet Dropped
648609920  Packet 0000 FFFF Dropped v Raw captured data (1 more)
£ Not Logged In Capture with adapter J...abs (440085333) M 'S @ © 2017 Silicon Labs
2. Click on one of the blue transactions.
3. Inthe Event Detail, expand IEEE802.15.4 and scroll down until you see the Destination PAN ID
4. Right-click on it, and select Add to filter.
5. Apply the filter by clicking the icon next to the green filter expression field, circled in the following image.
et 5.10, ZigbeePro - Simplicity Studio ™ - o X
= - P T O e T -+,
| bt g gl —aiﬁ'Vm'&DlanDdlll'&“‘}“i‘---“ SR E T Ié&.mol ¥
@ Z3SwitchSoc.isc &P J-Link Silicon Labs (440085388) @ D3lightSoc_3.isc &2 J-Link Silicon Labs (440085390) - "Live &2 = m]
0 saved filters... AND | fifteenFour.destPan == Ox6d3f B ¥=Na
o
m b Aah A, . M ' ks L 910s
Time:50.111093s  Real time:N/A Nodes:7 Event:ZigBee APS transaction PAN filter: 6D3F B E m B
NWK crypto: ROOT, 3E 66 AD 3615 A |
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Now when you press button 0 you can clearly see each event associated with the transaction.

= Network Analyzer - Live capture streamStack version: EmberZNet 5.10, ZigbeePro - Simplicity Studic ™ - O X
File Edit Fitters Window Help
CHBE TR IYPR@O-ERO-F - 2e-2- B e T 0| Sllfldald $TLA QR 2.8+8 « TiZL » =5

5 | £ Launcher {} Simplicity IDE |1, Network Analyzer

® Devices:2 2 | = O |[@ z3switchsocisc | @@ J-Link Siicon Labs (440085388) | @ Z3LightSoc 3isc | @@ J-Link Slicon Labs (440085390) | . "Live &3 =0
% 5[4 X R L~ O B ||[osavediters.. AND‘fif’teenFour.destPan == Dxd3f V‘ *© 65

~ « J-Link Silicon Labs (440085388) [studio]
« [ EFR32MG12 2.4GHz 10 dBm (BRD4162A Rev AQ1)
EFR32MG12P332F1024GL125
Wireless Starter Kit Mainboard (BRD4001A Rev AD1) Time:30.111093s  Real time:N/A  Nodes:7  Event:ZigBee APS transaction  PAN filker: 6D3F a8 m Event Detail 8
~ 2 J-Link Silicon Labs (440085390 [capture] WK ot ROOT 2F FF AN R 1o o]
~ [ EFR32MG12 2.4GHz 10 dBm (BRD4162A Rev AD1)

EFR32MG12P332F1024GL125 L * L J L] L] L] L]
‘Wireless Starter Kit Mainboard (BRD4001A Rev AQ1)

MWK crypto: ROOT, 3E66 AD36 15 A
~ IEEE 802.15.4 [10 bytes]
PHY Header: 0x30

000440085390 000440085386 (9559) (14EA) (0000) (0C32) (7CAS Packet Length: 48

anoz Switch BAN. {3ESRY) (3EERY). (3EE): {3IEE) .

PAN. 6D3F J001 Frame Contral: (x3261
PAN: 6D3F Freme Type: Data (1)

Security Enabled: false
Frame Pending: false
Ack Required: true
Intra Pan: true

Frame Version: 2003 (0)

Reserved: 0x00
g 2 Destination Address Mode: €
Transactions  totald shown:4 - 8 Source Address Made: Short
T Durati... S NWEK S NWKDest P2 M# E2  Stat Sequence: 072
'me Hratl summsry " © et Destination PAN ID: 0x6D3F
I 50111003 0079 ZCL Toggle 0001 0002 3 Short Destination Address: 0x00 v
@ 50158888 0042 ZCL: DefaultResponse 0002 0001 4 P 3
966655824 048 ZCL Toggle 0001 o002 3
966607888 0034  ZCL: DefaultResponse 0002 0001 3 RieDunple Sis] ~g
FC 30 61 88 72  _Da.r
B3 02 00 01 B3 ..
00 48 22 02 00
01 00 1E DB 28
0E 00 00 00 89
5B 31 FE FF 57
Events totak9,501 shown:73 Decoders: EmberZNet 5,10, ZigheePro 5 0B 00 00 61 1D
2B 87 9C E0 BC
Time Type Summary MACSrc  MAC Dest  Status ~| 92 F6 1C 8C 14
) 04 07 03 E4 92
3.026838  Packet Link Status 0002 FFFF FD 04 05 00
950391960 Packet Link Status 0002 FFFF
966655824 Packet ZCL: Toggle 0001 0002
966607588 Packet ZCL: DefaultResponse 0002 0001
966701856 Packet APS Ack 0002 0001
966712728 Packet APS Ack 0001 o002
974318385 Packet Link Status 0002 FFFF 5 ———
© L NotLogged In Capture with adapter J..abs (440085383) [ /1 | © 2017 Silicon Labs

When analyzing more complex networks, you can drag and reposition the items shown in the map. By right-clicking on a device, you can
also show connectivity and add labels. Labelling is useful not only in map, but also in the log. To label the full log, click From beginning.

«= MNode label b4

Enter label:

| Switch

(®)From beginnin

(O Starting attime: | 50,111092
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6 Next Steps

6.1 Example Applications

Explore configuring the example application to meet your needs. Much of the software configuration can be done through components
and the Zigbee Cluster Configurator.

6.2 PIN Tool

Simplicity Studio offers a PIN tool that allows you to easily configure new peripherals or change the properties of existing ones. See the
online Simplicity Studio v5 User’s Guide: Pin Tool for more information.

6.3  Energy Profiler

You may also want to explore using the Energy Profiler tool. Energy Profiler provides energy debugging capability by displaying graphical
real-time energy consumption information. This can be particularly useful for developing a low-power application. See the online Simplicity
Studio 5 User’s Guide: Energy Profiler for more information.
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